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[Date]

To,
CEO,
IndiaAI
4th floor, Electronics Niketan,
6 CGO Complex, Lodhi Road, 
New Delhi-110003

Dear Sir,

I/We, <Organization name> having our registered office at _________________________, through our authorised signatory, hereby solemnly undertake and confirm that I/We shall comply with all the below mandatory requirements:
1. Service Provisioning 
I/We undertake to:
· make the services available online and on demand and to enable end users to dynamically scale AI resources up or down, based on their requirements.
· provide end users with a management portal for accessing and managing the services. The portal shall be accessible through a web browser, and all communication with the portal shall be secured using SSL. We shall enable end users to procure, provision, configure and manage all feasible services, including cloud services and virtual machine instances, online through the portal. We further undertake to ensure that the portal supports two-factor authentication.
· ensure the availability of AI compute capacity for consumption approved by IndiaAI
· ensure that AI services on the cloud are accessible through the public internet and MPLS, as required.
· enable service provisioning through Application Programming Interfaces (APIs).
· ensure secure provisioning, de-provisioning and administration of services through Secure Sockets Layer (SSL)/Transport Layer Security (TLS) or Secure Shell (SSH), as applicable.
· enable end users to securely and remotely load applications and data onto virtual machine instances through VPN clients or the public internet.
· support the termination of services in real time.
· provide and maintain remote troubleshooting capabilities to enable issues to be addressed in a timely and effective manner.
· in the event of suspension of a running virtual machine (VM), the VM shall remain available for reactivation within a reasonable period without requiring reconfiguration.
· where a VM remains suspended beyond the prescribed/reasonable period, all data contained within such VM shall be securely deleted/destroyed. We shall ensure that the VM and its associated data are securely destroyed. We shall notify the concerned end user before initiating the data-purging process and upon completion thereof and shall provide the end user with sufficient time to back up its data prior to such purging. We further undertake to ensure that the deleted/destroyed data cannot be forensically recovered.
· the end users shall retain ownership of all software installed and data hosted on the virtual machines, as well as any applications or products deployed by them on the cloud. We further undertake that dependencies provided by our platform for the development of such applications/products shall be cloud-agnostic.
2. Operational Management
I/We undertake to: 
· carry out software and hardware refreshes from time to time, as may be required to meet the prescribed performance requirements, without any additional financial impact on the end user or IndiaAI.
· assume complete responsibility for the management of the network, storage, servers, virtualization layer, platforms, and other components forming part of our service offerings.
· provide and maintain a secure two-factor authentication (2FA) and/or multi-factor authentication (MFA) mechanism for remote access, so as to ensure that access to the cloud services platform is restricted to authorised users.
· ensure that patch management is carried out periodically and/or as and when required. We further undertake to notify end users in advance of any planned service downtime through the preferred communication channels, including e-mail and the cloud portal.
· ensure that all Operating System (OS) images created within the cloud platform are regularly updated with the latest applicable security patches.
· continuously monitor the availability of servers, system software, network infrastructure and their usage, as applicable to the services provided by us.
· investigate service outages and take appropriate corrective and remedial actions to restore the affected hardware, software, operating systems and related tools/services.
3. Data Management 
I/We undertake to:
· Ensure security controls and policies to secure data from unauthorized access.
· provide tools and mechanisms to the end users for configuring, scheduling, performing, and managing back-ups and back-up restore activities (when required) of all the data, including but not limited to files, folders, images, system state, databases, and enterprise applications in an encrypted manner as per their defined policy.
· ensure minimum 128-bit encryption is used for handling data at rest and in transit.
4. Security Management 
I/We undertake to:
· provisioning, securing, monitoring, and maintaining the hardware, network(s), and software that supports the infrastructure and present Virtual Machines (VMs) and IT resources to the end users.
· implement the security toolset with the following components: Security & Data Privacy (Data & Network Security including Anti-Virus, Virtual Firewall, Multi Factor Authentication, VPN, IPS, Log Analyzer / Syslog, SSL, DDoS Protection, HIDS / NIDS, Rights Management, SIEM, Integrated Vulnerability Assessment, SOC, Private Virtual Zones, Data Privacy, Data Encryption, Certifications & Compliance, Authentication & Authorization, and Auditing & Accounting, etc.)
· ensure that they meet the evolving security requirements as specified by CERT-In (http://www.cert-in.org.in/) at all times.
· ensure that they comply to Cloud Security ISO Standard ISO 27017:2015 and Privacy Standard ISO 27018:2019 and its amendments.
· Meet any security requirements published (or to be published) by MeitY/ IndiaAI or any standards body setup / recognized by Government of India from time to time.
· AI service Offerings should have built-in user-level access controls and administrator logs for transparency and audit control.
· Ensure Cloud Platform shall be protected by an intrusion detection system using signature, protocol, and anomaly-based inspection, thus providing network intrusion detection monitoring and its ramification. 
· Cloud Platform shall provide Edge-to-Edge security, visibility and carrier-class threat management and remediation against security hazards like Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks, botnets, etc. Also, shall provide protection against network issues such as traffic and routing instability. 
· meet and comply with all GoI IT Security Policies and all applicable GoI standards and guidelines, other Government-wide laws and regulations for protection and security of Information Technology. 
· Where there are no procedural guides, generally accepted industry best practices for IT security shall be used. 
· ensure that all the policies and procedures are established and supporting processes and technical measures are implemented for timely detection of vulnerabilities within organizationally owned or managed applications, infrastructure network and system components (e.g., network vulnerability assessment, penetration testing) to ensure the efficiency of implemented security controls.
5. SLA Management
I/We undertake to:
· Provide a robust, fault tolerant infrastructure with enterprise grade SLAs with an assured uptime of 99.95%, SLA measured at the VM Level & SLA measured at the Storage Levels.
· Service Availability (Measured as Total Uptime Hours / Total Hours within the Month) displayed as a percentage of availability up to one decimal point after zero (e.g., 99.5%).
· implement the monitoring system including any additional tools required for measuring and monitoring each of the Service Levels as required by IndiaAI & end users.
· automate the process of adding the service credits to the respective users in case of any breach of the service levels.
· In the event any Instance does not meet the Instance-Level SLA, end user will be eligible to receive a Service Credit as described below.
	Uptime Percentage
	Service Credit Percentage

	Less than 99.95% but equal to or greater than 99.0%
	10%

	Less than 99.0% but equal to or greater than 95.0%
	20%

	Less than 95.0%
	100%


· “Uptime Percentage” shall be calculated by subtracting from 100% the percentage of minutes during the month in which a Single Instance was in the state of unavailability.
· Availability shall be applicable to all the AI services individually on cloud. 
· Service Credits shall be calculated as a percentage of the monthly bill of the end users including any benefit from IndiaAI.
· The maximum penalty shall be capped at 25% of Quarterly Payment of a particular Project (End user Share + IndiaAI’s share) post which IndiaAI may terminate the empanelment.
· a quarterly compliance report covering compliance with the prescribed SLA requirements along with the invoices shall be submitted to IndiaAI.
· The compliance report shall contain such details, supporting information and SLA performance metrics.
6. Third party Audit
I/We undertake to obtain, at our own cost, an annual third-party audit certification from STQC or an STQC-empanelled vendor, as applicable. We further undertake to ensure that such certification covers conformance with the technical requirements specified in this document, including the applicable Service Level Agreements (SLAs).
7. Support services
I/We undertake that:

· 24x7 access to e-mail, chat and telephone support shall be provided for general guidance and for notifying and registering incidents on the cloud platform.
· An initial response shall be provided within one (1) hour for any service and/or system outage.
· Support shall be provided for the setup, provisioning, changes and updates of instances, as required.
· 24x7 monitoring and management of all cloud infrastructure and services hosting various workloads, including third-party applications, shall be undertaken in accordance with the defined Service Level Agreements (SLAs).
· All requests received shall be subject to appropriate due diligence to ensure that they are legitimate and have no implications for national security, sovereignty, or any other matter that could potentially compromise the nation's interests or well-being. Due diligence and discretion shall be exercised in evaluating and fulfilling such requests to uphold the highest standards of integrity and ethical conduct.
· Necessary support shall be provided to end users for the deployment of applications on the cloud infrastructure.
· The security of AI services on the cloud and the underlying cloud infrastructure shall be ensured against threats and vulnerabilities. Ongoing security management requirements shall be addressed, including, but not limited to, monitoring of applicable devices and tools such as firewalls, intrusion prevention/detection systems, content filtering and blocking mechanisms, virus protection, event logging and correlation, and vulnerability protection through the implementation of appropriate patches and rules.
· Patch and Configuration Management (Remote OS Administration): The applicable instances of compute, storage and network environments shall be managed, including patch and configuration management and remote OS administration.
· User Administration: Identity and Access Management (IAM) shall be implemented to appropriately segregate users based on their identified roles and responsibilities, enforce the principle of least privilege, and ensure that users are provided only those permissions necessary to perform their assigned tasks.
· Multi-Factor Authentication: Multi-Factor Authentication (MFA) shall be implemented and maintained, as applicable.
· Security Administration: Security services and configurations for workloads deployed on the cloud shall be configured, monitored and regularly reviewed.
· Provide and implement tools and processes for monitoring the availability of assigned applications, responding to system outages with troubleshooting activities designed to identify and mitigate operational issues.
· Submission of the reports on a regular basis in a mutually decided format.

For and on behalf of M/s ______________________________

Authorised Signatory: __________________________
Name: ________________________________________
Designation: ___________________________________
Signature: _____________________________________
Date: _________________________________________
Place: ________________________________________

Company Seal/Stamp
